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SSI| Concept Value

Makes users really sovereign in managing their
personally identifiable information.

Reduces transaction costs while transfering
authenticated data.

Simplifies the interaction between information systems
reducing it to verifiable credentials exchange based on
the open standards.
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SSI Infrastructure: Gaps and Issues

Interoperability between segmented trust Discovery problem.
ecosystems.

End-users are not given a simple way to
Currently there is a plenty of scattered SSI discover issuers; services proposed by
systems with their own issuers and verifiers. verifiers and their requirements; proof types
Methods to build bridges already present, but which are required for that services
there is still l[ack of incentives for end-users to procession.

use them.
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What We Propose

To create

A trust registry framework as a broadly connecting
link between holders, issuers and verifiers no matter
which trust ecosystem they belong to.

To develop

Reputation system for issuers as additional
governance mechanism facilitating holders’
decisions.
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Why Do We Need Trust Registry Protocol?

| Trusted issuers registries for end-customers, including
ones with built-in reputation system

| Discovery of rules and requirements for VC issuance
process

| Maintaining a list of services proposed by verifiers

Publishing policies describing which proofs are acceptable
for that services by verifiers. That may include particular
credentials types and governance frameworks applied to

them when issued. E
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Why Do We Need a Reputation System?

When issuing credentials, a certain level of trust between parties
should be present as, technically, anybody can pretend to do that.

Trusted registries alone may be not enough as they may be
subject to abuse or maintained by inappropriate bodies.

| Thus, reputation system may produce assurances that the
counterparty is really trustworthy.

Reputation may also perform its traditional recommendatory and
selective function as multiple issuers with same objectives may
exist.
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Solution Components

We propose a module architecture consisting
of the following components:

VC Schemas repo is used to guarantee the
structure of verifiable credentials so that all the
parties may reference their properties in a known
way.

Issuers and Verifiers databases make those
entities resolvable to each other and to VC
holders as primary end-users.

Scoring engine is designed for issuers and
verifiers reputation calculation
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Reputation System Architecture / , \
Issuer Request Verifier

Primary components of reputation system:

Secure storage
for keeping reputational events private

Blockchain
is responsible for keeping events history
immutable and persistent

Scoring engine
provides reputation calculation and delivery
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